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1 Íàñòðîéêà HTTPS

1.1 Êîíôèãóðèðîâàíèå apache

Äëÿ çàïóñêà SSL-ìîäóëÿ íàì íåîáõîäèìî áóäåò îòðåäàêòèðîâàòü ôàéë

/etc/httpd/modules.d/40_mod_ssl.conf

Âïîëíå âîçìîæíî, ÷òî â âàøåé ðåàëèçàöèè apache ýòîò ôàéë áóäåò ðàñïîëàãàòüñÿ â äðóãîé
äèðåêòîðèè, êðîìå òîãî, íàñòðîéêè âèðòóàëüíîãî õîñòà äëÿ SSL-ñîåäèíåíèÿ ìîæíî çàïè-
ñàòü è â îñíîâíîé êîíôèãóðàöèîííûé ôàéë. Âî-ïåðâûõ, ñëåäóåò óáåäèòüñÿ, ÷òî â ôàéëå
40_mod_ssl.conf ðàñêîììåíòèðîâàíà ñòðîêà

LoadModule ssl_module modules/mod_ssl.so

Âî-âòîðûõ, åñëè âû õîòèòå èçìåíèòü ñòàíäàðòíûé ïîðò äëÿ https-ñîåäèíåíèÿ, îòðåäàê-
òèðóéòå ñòðîêó ñ äèðåêòèâîé Listen 443, èíà÷å� îñòàâüòå åå áåç èçìåíåíèé. Îñòàëüíûå äè-
ðåêòèâû ïîêà ìîæíî îñòàâèòü áåç èçìåíåíèé.

Òåïåðü ïåðåéäåì ñîáñòâåííî ê ñîçäàíèþ âèðòóàëüíîãî õîñòà. Â ñàìîì êîíöå ðåäàêòèðó-
åìîãî ôàéëà äî ñòðîêè </IfModule> ìû ñîçäàäèì ñåêöèþ VirtualHost, â êîòîðóþ çàíåñåì
íåîáõîäèìûå ïàðàìåòðû.

<VirtualHost localhost :443>

ScriptAlias /cgi -bin/ "/var/www/SSL/cgi -bin/"

ServerName localhost

ServerAdmin adm@localhost

DocumentRoot /var/www/SSL/html

ErrorLog /var/log/httpd/SSL.err

TransferLog /var/log/httpd/SSL.transf

CustomLog /var/log/httpd/SSL.access combined

SSLEngine On

SSLCertificateFile /etc/httpd/server.cert

SSLCertificateKeyFile /etc/httpd/nopass.key

<Files ~ "\.(cgi|shtml|phtml|php?)$">

SSLOptions +StdEnvVars

</Files >
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1 Íàñòðîéêà HTTPS

<Directory "/var/www/SSL/cgi -bin">

SSLOptions +StdEnvVars

AllowOverride None

Options ExecCGI

Order allow ,deny

Allow from all

</Directory >

<Directory "/var/www/SSL/html">

Options -Indexes -FollowSymLinks +MultiViews

AllowOverride None

Order allow ,deny

Allow from all

</Directory >

</VirtualHost >

Âñå âíîñèìûå íàìè èçìåíåíèÿ íàõîäÿòñÿ âíóòðè ¾ñêîáîê¿ <IfModule>. Ýòî îçíà÷àåò, ÷òî
åñëè â âàøåé ðåàëèçàöèè apache îòñóòñòâóåò SSL-ìîäóëü, https ñåðâåð íå çàïóñòèòñÿ (íî ýòî
è íå ïðèâåäåò ê îøèáêàì). Â ýòîì ñëó÷àå óñòàíîâèòå ïàêåò apache-mod_ssl (èëè, åñëè âû
óñòàíàâëèâàëè âåá-ñåðâåð èç èñõîäíèêîâ, ïåðåêîìïèëèðóéòå åãî ñ ïîääåðæêîé mod_ssl).

Ñ íàñòðîéêîé apache ìû çàêîí÷èëè, íî ïåðåçàïóñêàòü åãî ïîêà åùå ðàíî: ó íàñ íåò SSL-
ñåðòèôèêàòîâ. Èõ ìîæíî êóïèòü, à ìîæíî (òåì áîëåå, åñëè âàø ñåðâåð ïðåäíàçíà÷åí ëèøü
äëÿ âíóòðåííåãî èñïîëüçîâàíèÿ) ñäåëàòü ñàìîìó. Èòàê, ïåðåõîäèì ê ñëåäóþùåìó øàãó.

1.2 Ñîçäàíèå SSL-ñåðòèôèêàòîâ

Äëÿ ñîçäàíèÿ ñàìîïîäïèñàííîãî ñåðòèôèêàòà íàì ïîòðåáóåòñÿ ïàêåò openssl. Âî-ïåðâûõ, íàì
íóæåí çàêðûòûé êëþ÷. Çäåñü âîçìîæíû äâà âàðèàíòà: ñîçäàòü êëþ÷, çàùèùåííûé ïàðîëåì,
ëèáî êëþ÷ áåç ïàðîëÿ. Åñëè âû íå õîòèòå ââîäèòü ïàðîëü âñÿêèé ðàç ïðè çàïóñêå/ïåðåçàïóñêå
apache, âàì ïîäîéäåò êëþ÷ áåç ïàðîëÿ, èíà÷å, åñëè âàì íóæíà ïîâûøåííàÿ áåçîïàñíîñòü,
ëó÷øå ñäåëàòü êëþ÷ ñ ïàðîëåì. ×òîáû ñîçäàòü êëþ÷ ñ ïàðîëåì, âûïîëíèòå êîìàíäó

openssl genrsa -des3 -out pass.key

Âàì áóäåò ïðåäëîæåíî ââåñòè ïàðîëü: íå çàáóäüòå åãî (îñîáåííî, åñëè âû íå áóäåòå åãî
óäàëÿòü). Óäàëèòü ïàðîëü ìîæíî êîìàíäîé

openssl rsa -in pass.key -out nopass.key

Ó÷òèòå, ÷òî íåçàùèùåííûé êëþ÷ äîëæåí áûòü äîñòóïåí äëÿ ÷òåíèÿ òîëüêî ñóïåðïîëü-
çîâàòåëþ.

Äàëåå íàì íåîáõîäèìî ñîçäàòü ôàéë çàïðîñà ñåðòèôèêàòà. Îí íóæåí êàê äëÿ ïîëó÷å-
íèÿ ïëàòíîãî ñòîðîííåãî ñåðòèôèêàòà, òàê è ñâîåãî, ñàìîïîäïèñàííîãî. Çàïðîñ ãåíåðèðóåòñÿ
êîìàíäîé

openssl req -new -key nopass.key -out server.csr

Âàì ïðèäåòñÿ ââåñòè íåêîòîðóþ èíôîðìàöèþ (ñòðàíà, îáëàñòü, ãîðîä, íàçâàíèå êîìïà-
íèè, íàçâàíèå îòäåëà, íàçâàíèå õîñòà, ïî÷òîâûé àäðåñ) è äîïîëíèòåëüíóþ (íåîáÿçàòåëüíóþ)
èíôîðìàöèþ: ïàðîëü íà çàïðîñ è äîïîëíèòåëüíîå íàçâàíèå êîìïàíèè. Ïðè ââîäå íàçâàíèÿ
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1.3 Ïðîâåðÿåì https-ñîåäèíåíèå

õîñòà ïðîñëåäèòå, ÷òîáû îíî â òî÷íîñòè ñîîòâåòñòâîâàëî äîìåííîìó èìåíè êîìïüþòåðà, èíà-
÷å áóäóò âûäàâàòüñÿ ïðåäóïðåæäåíèÿ î òîì, ÷òî ñåðòèôèêàò âûäàí äðóãîìó êîìïüþòåðó. Â
äàëüíåéøåì ýòîò ôàéë ïðåäïîëàãàåòñÿ èñïîëüçîâàòü äëÿ ïîëó÷åíèÿ ïëàòíîãî ñòîðîííåãî
ñåðòèôèêàòà. Íàì æå ýòî íå íóæíî, ïîýòîìó ãåíåðèðóåì ñåðòèôèêàò ñàìîñòîÿòåëüíî:

openssl x509 -req -days 365 -in server.csr -signkey nopass.key -out

server.cert

Åñëè âû õîòèòå, ÷òîáû ñåðòèôèêàò ïðîñëóæèë íå ãîä, à äðóãîå âðåìÿ, èçìåíèòå çíà÷åíèå
ïàðàìåòðà days.

Îñòàåòñÿ ëèøü ðàçìåñòèòü ôàéëû ñåðòèôèêàòà è êëþ÷à â äèðåêòîðèÿõ, óêàçàííûõ äè-
ðåêòèâàìè SSLCertificateFile è SSLCertificateKeyFile.

Òåïåðü ïåðåçàïóñêàåì âåá-ñåðâåð:

apachectl restart

Åñëè âñå áûëî ñäåëàíî áåç îøèáîê, apache ïåðåçàïóñòèòñÿ, è âû ïîëó÷èòå âîçìîæíîñòü
ñîåäèíåíèÿ ñî ñâîèì ñåðâåðîì ïî ïðîòîêîëó https ñ SSL-øèôðîâàíèåì.

1.3 Ïðîâåðÿåì https-ñîåäèíåíèå

Äëÿ ïðîâåðêè ðàáîòû https ñîçäàéòå â äèðåêòîðèè, óêàçàííîé äèðåêòèâîé DocumentRoot

âàøåãî âèðòóàëüíîãî https-ñåðâåðà, èíäåêñíûé ôàéë âèäà

<html><body>

SSL

</body></html>

È íàáåðèòå â àäðåñíîé ñòðîêå áðàóçåðà https://localhost. Åñëè ó âàñ âîçíèêíåò ïðåäó-
ïðåæäåíèå î òîì, ÷òî ñîåäèíåíèå ÿâëÿåòñÿ íåäîâåðåííûì, çíà÷èò, âñå áûëî âûïîëíåíî âåðíî.
Ñîãëàñèòåñü ñ òåì, ÷òî ïîíèìàåòå ðèñê. Äîáàâüòå èñêëþ÷åíèå áåçîïàñíîñòè äëÿ ñâîåãî ñàéòà.
Äàëåå âû ïîëó÷èòå ïðåäóïðåæäåíèå î òîì, ÷òî ñåðòèôèêàò ÿâëÿåòñÿ ñàìîïîäïèñàííûì� íî
ìû îá ýòîì è ñàìè ïðåêðàñíî çíàåì. Ïîñòàâüòå îòìåòêó ¾Ïîñòîÿííî õðàíèòü èñêëþ÷åíèå¿ è
ïîäòâåðäèòå èñêëþ÷åíèå áåçîïàñíîñòè.

Åñëè íàñòðîéêè äîñòóïà ê êîðíåâîé äèðåêòîðèè âàøåãî https-ñåðâåðà áûëè âûïîëíåíû
ïðàâèëüíî, íà ýêðàíå âû óâèäèòå íàäïèñü ¾SSL¿. Çíà÷èò, íàø ñåðâåð íàñòðîåí è ðàáîòàåò âåð-
íî. ×òîáû óáåäèòüñÿ, ÷òî íàøå ñîåäèíåíèå çàøèôðîâàíî, ïîñìîòðèòå ñâîéñòâà âåá-ñòðàíèöû
â ñâîåì áðàóçåðå. Âû äîëæíû óâèäåòü íàäïèñü ¾Çàøèôðîâàííîå ñîåäèíåíèå: ñòîéêîå øèô-
ðîâàíèå. . . ¿.

Íàì îñòàåòñÿ ëèøü ñîçäàòü äèðåêòîðèþ äëÿ ñêðèïòîâ CGI íàøåãî https�ñåðâåðà (â äàí-
íîì ñëó÷àå ýòî /var/www/SSL/cgi-bin).

1.4 Óñòàíîâêà CGI è âñïîìîãàòåëüíûõ ñåðâèñîâ

Äëÿ òîãî, ÷òîáû íàøè ñåðâèñû ïîääåðæèâàëè àóòåíòèôèêàöèþ è àâòîðèçàöèþ, íåîáõîäèìî
äîáàâèòü web�ñòðàíèöó àóòåíòèôèêàöèè, CGI äëÿ ðàáîòû ñ áàçîé äàííûõ ïîëüçîâàòåëåé è
îïåðèðóþùèå ñ ôàéëàìè cookie ñöåíàðèè íà JavaScript.
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1 Íàñòðîéêà HTTPS

1.4.1 Êîìïèëÿöèÿ

Ðàñïàêóéòå êóäà-íèáóäü ñîäåðæèìîå àðõèâà HTTP[S]_autentification.tgz. Âîéäèòå â äè-
ðåêòîðèþ HTTP[S]_autentification. Â íåé âû óâèäèòå íåñêîëüêî ôàéëîâ íà C è äèðåê-
òîðèþ html. Òàê êàê áàçà äàííûõ äîëæíà áûòü äîñòóïíà íå òîëüêî èç-ïîä çàùèùåííîãî
ñîåäèíåíèÿ, â CGI âûõîäà èç ñèñòåìû ïóòü ê áàçå äîëæåí áûòü ïîëíûì. Èçìåíèòå â íà÷àëå
ôàéëà exit.c ñòðîêîâóþ êîíñòàíòó db_path íà ïîëíûé ïóòü ê áàçå îòíîñèòåëüíî âàøåé ôàé-
ëîâîé ñèñòåìå, ò.å. åñëè âàøà äèðåêòîðèÿ cgi-bin äëÿ https�ñåðâåðà /var/www/SSL/cgi-bin,
òî ïóòü íàäî óêàçàòü òàê:

static char *db_path = "/var/www/SSL/cgi -bin/user -pass";

Äëÿ êîìïèëÿöèè CGI àóòåíòèôèêàöèè è ðàáîòû ñ áàçîé äàííûõ çàïóñòèòå â òåêóùåé
äèðåêòîðèè êîìàíäó make:

make

gcc -Wall -D_XOPEN_SOURCE =501 -c -o auth.o auth.c

gcc -Wall -D_XOPEN_SOURCE =501 auth.o -lsqlite3 -lcrypt -o auth

gcc adduser.c -Wall -D_XOPEN_SOURCE =501 -lsqlite3 -lcrypt -o adduser

gcc exit.c -Wall -D_XOPEN_SOURCE =501 -lsqlite3 -lcrypt -o exit

gcc deluser.c -Wall -D_XOPEN_SOURCE =501 -lsqlite3 -lcrypt -o deluser

/bin/rm -f *.o *~

Äëÿ êîìïèëÿöèè èñõîäíûõ òåêñòîâ íåîáõîäèìî, ÷òîáû â âàøåé ñèñòåìå áûëè óñòàíîâëåíû
áèáëèîòåêè ðàçðàáîòêè sqlite3 è crypt (ñì. Make�le íà ñòð. 17).

Â äèðåêòîðèè ñ èñõîäíèêàìè áóäóò ñîçäàíû èñïîëíÿåìûå ôàéëû, äâà èç êîòîðûõ � exit

è auth íåîáõîäèìî ñêîïèðîâàòü â äèðåêòîðèþ cgi-bin âàøåãî https�ñåðâåðà. Êðîìå òîãî,
CGI exit íóæíî ñêîïèðîâàòü â äèðåêòîðèþ cgi-bin âàøåãî http�ñåðâåðà, ò.ê. ýòî � ñêðèïò
âûõîäà, êîòîðûé ìîæåò çàïóñêàòüñÿ êàê èç ïîä çàùèùåííûõ, òàê è íå çàùèùåííûõ ñòðàíèö.
Ôàéëû adduser è deluser ñëóæàò äëÿ äîáàâëåíèÿ è óäàëåíèÿ ïîëüçîâàòåëåé èç áàçû äàííûõ.
Èõ íå íóæíî êîïèðîâàòü âìåñòå ñ CGI. Åùå îäèí ôàéë � bash�ñêðèïò INIT_DB ñëóæèò äëÿ
ïåðâè÷íîé èíèöèàëèçàöèè áàçû äàííûõ.

1.4.2 Èíèöèàëèçàöèÿ áàçû äàííûõ è ðàáîòà ñ íåé

Äëÿ èíèöèàëèçàöèè áàçû äàííûõ çàïóñòèòå ñêðèïò INIT_DB. Â òåêóùåé äèðåêòîðèè áóäåò
ñîçäàíà áàçà äàííûõ user-pass. Ðåæèì äîñòóïà ê íåé � 0666, ÷òî íå î÷åíü õîðîøî ñ òî÷-
êè çðåíèÿ áåçîïàñíîñòè, ïîýòîìó åñòü ñìûñë îò èìåíè ñóïåðïîëüçîâàòåëÿ ïîñëå îïåðàöèé
ñ íåé èçìåíèòü åå âëàäåëüöà íà apache (èëè www � ò.å. ïîëüçîâàòåëÿ, îò èìåíè êîòîðîãî
çàïóñêàåòñÿ web�ñåðâåð).

Ïî óìîë÷àíèþ â áàçó çàíîñèòñÿ îäèí�åäèíñòâåííûé ïîëüçîâàòåëü ñ ëîãèíîì sampleuser,
ïàðîëåì pass è óðîâíåì äîñòóïà 3. Äëÿ äîáàâëåíèÿ èëè óäàëåíèÿ ïîëüçîâàòåëÿ èñïîëüçóéòå
óòèëèòû adduser è deluser. Â êà÷åñòâå ïåðâîãî àðãóìåíòà îáåèõ çàäàåòñÿ ïîëíûé ïóòü ê
áàçå äàííûõ.

Èòàê, äëÿ òîãî, ÷òîáû äîáàâèòü ïîëüçîâàòåëÿ, çàïóñòèì óòèëèòó adduser. Åñëè çàïó-
ñòèòü åå áåç àðãóìåíòîâ, îíà áóäåò èñêàòü áàçó äàííûõ â òåêóùåé äèðåêòîðèè. Ñîçäàäèì
ïîëüçîâàòåëÿ ñ ëîãèíîì adm, ïàðîëåì $am0u4ka è óðîâíåì äîñòóïà 100:

Èìÿ ïîëüçîâàòåëÿ:

adm

Ïàðîëü:
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1.4 Óñòàíîâêà CGI è âñïîìîãàòåëüíûõ ñåðâèñîâ

$am0u4ka

Óðîâåíü äîñòóïà:

100

Ïðîâåðèì:

èìÿ ïîëüçîâàòåëÿ - adm;

ïàðîëü - $am0u4ka;

äîñòóï - 100.

Âåðíî (y/n)?

y

Åñëè âñå äàííûå ïðàâèëüíû, â îòâåò íà çàïðîñ ââåäèòå ¾y¿, è ïîëüçîâàòåëü áóäåò ñîçäàí.
Òàê êàê ïàðîëü îòîáðàæàåòñÿ îòêðûòûì òåêñòîì, æåëàòåëüíî ïðîñëåäèòü, ÷òîáû íèêòî

åãî íå ïîäñìîòðåë.
Äëÿ óäàëåíèÿ ïîëüçîâàòåëÿ èñïîëüçóéòå óòèëèòó deluser. Åå îáÿçàòåëüíî âûçûâàòü ñ

äâóìÿ àðãóìåíòàìè: ïåðâûé ÿâëÿåòñÿ ïóòåì ê áàçå äàííûõ, âòîðîé � èìåíåì óäàëÿåìîãî
ïîëüçîâàòåëÿ. Åñëè âû çàïóñòèòå ýòó óòèëèòó áåç àðãóìåíòîâ, ïîÿâèòñÿ ïîäñêàçêà îá èñ-
ïîëüçîâàíèè:

./ deluser user -pass

Èñïîëüçîâàíèå:

deluser <database > <user >

ãäå <user > - èìÿ ïîëüçîâàòåëÿ ,

<database > - ïîëíûé ïóòü ê áàçå äàííûõ SQLite

Óäàëèì ïîëüçîâàòåëÿ ïî óìîë÷àíèþ:

./ deluser user -pass sampleuser

Óäàëÿþ ïîëüçîâàòåëÿ sampleuser

Âñå, ïîëüçîâàòåëü óäàëåí èç áàçû äàííûõ. Ïîìèìî ýòîé óòèëèòû âû ìîæåòå óäàëÿòü ïîëü-
çîâàòåëåé è âðó÷íóþ � ïðè ïîìîùè sqlite3.

Ïîñëå òîãî, êàê âû äîáàâèòå íóæíîå êîëè÷åñòâî ïîëüçîâàòåëåé, ïåðåíåñèòå áàçó äàííûõ
â äèðåêòîðèþ ñ CGI�ñêðèïòàìè è, â ñëó÷àå íåîáõîäèìîñòè, ñìåíèòå ðåæèì äîñòóïà íà 0600
è âëàäåëüöà íà apache.

1.4.3 Ïîäêëþ÷åíèå è òåñòèðîâàíèå ñåðâèñà àóòåíòèôèêàöèè

Òåïåðü âíåñåì íåêîòîðûå èçìåíåíèÿ â ôàéëû pass.html è pass.js è ñêîïèðóåì èõ â êîðåíü
https�ñåðâåðà, à òàêæå ñêîïèðóåì pass.js â êîðåíü http�ñåðâåðà (ýòî � îñíîâíîé ñöåíàðèé
àâòîðèçàöèè, êîòîðûé âû áóäåòå ïîäêëþ÷àòü ê ñâîèì web�ñòðàíèöàì). Èçìåíåíèÿ êàñàþòñÿ
òîëüêî íàçâàíèÿ âàøåãî ñåðâåðà.

Â ñöåíàðèè pass.js çàìåíèòå êîíñòàíòû PASSURL è EXURL íà ðàñïîëîæåíèå CGI àóòåíòè-
ôèêàöèè è CGI âûõîäà èç ñèñòåìû. Îáðàòèòå âíèìàíèå, ÷òî â ñöåíàðèè, êîòîðûé âû ïîìå-
ñòèòå â êîðåíü http�ñåðâåðà, ïóòü ê EXURL äîëæåí óêàçûâàòü íà íåçàùèùåííûé cgi-bin.

Â ôàéëå pass.html çàìåíèòå êîíñòàíòó CGI_PATH, îïðåäåëÿåìóþ â ñàìîì íà÷àëå âíåä-
ðåííîãî ñöåíàðèÿ JavaScript, íà àäðåñ CGI àóòåíòèôèêàöèè âàøåãî ñåðâåðà.

Äàëåå ñêîïèðóéòå ôàéëû ïî íàçíà÷åíèþ.
Ïðîâåðèì, êàê ðàáîòàåò íàø ñåðâèñ. Äëÿ ýòîãî â ôàéë index.html êîðíÿ íàøåãî https�

ñåðâåðà âíåñåì èçìåíåíèÿ:
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1 Íàñòðîéêà HTTPS

<html>

<head>

<script src="pass.js" type="text/javascript" language="javascript"></

script >

</head>

<body onload="getcookie ();">

Äîñòóï ðàçðåøåí!

<br>

<button onclick="exit();">Âûõîä</button >

</body>

</html>

Ò.å. ïîäêëþ÷èì ñöåíàðèé àâòîðèçàöèè, äîáàâèì íàäïèñü ¾Äîñòóï ðàçðåøåí¿, êîòîðàÿ ïî-
ÿâèòñÿ â ñëó÷àå óñïåøíîé àóòåíòèôèêàöèè, à òàêæå êíîïêó âûõîäà.

Ïîäêëþ÷èìñÿ ê ñâîåìó ñåðâåðó ÷åðåç https�ïðîòîêîë. Ôóíêöèÿ getcookie ïðîâåðÿåò, åñòü
ëè ó íàñ ôàéë cookie ñ êëþ÷åì àâòîðèçàöèè. Åñëè åãî íåò, îñóùåñòâëÿåòñÿ ïåðåíàïðàâëåíèå
íà ñòðàíèöó àóòåíòèôèêàöèè. Âû óâèäèòå ïîëÿ ââîäà èìåíè ïîëüçîâàòåëÿ è ïàðîëÿ. Åñ-
ëè ââåäåííûå âàìè äàííûå áóäóò âåðíûìè, îñóùåñòâèòñÿ ïåðåíàïðàâëåíèå íà ñòðàíèöó, ñ
êîòîðîé âû òîëüêî ÷òî óøëè äëÿ àóòåíòèôèêàöèè. Èíà÷å � ïîÿâèòñÿ ñîîáùåíèå îá îøèáêå.

Åñëè âñå áûëî âûïîëíåíî âåðíî, ïîñëå ââîäà èìåíè ïîëüçîâàòåëÿ è ïàðîëÿ âû óâèäèòå
íàäïèñü ¾Äîñòóï ðàçðåøåí¿ è êíîïêó ¾Âûõîä¿. Ïðîâåðèì, êàê ðàáîòàåò ñîõðàíåíèå ôàéëîâ
cookie: ïåðåçàïóñòèòå ñâîé áðàóçåð è ïîïðîáóéòå âíîâü âîéòè íà ñâîé ñàéò. Åñëè íàñòðîéêè
âàøåãî áðàóçåðà ïîçâîëÿþò ñîõðàíÿòü ôàéëû cookie, âàì íå ïðèäåòñÿ àâòîðèçîâàòüñÿ ïî-
âòîðíî. Äëÿ îäíîé ñåññèè cookie õðàíèòñÿ â òå÷åíèå 20 ÷àñîâ. Ïî èñòå÷åíèè ýòîãî âðåìåíè
âàì íåîáõîäèìî áóäåò âíîâü ïðîéòè ïðîöåäóðó àóòåíòèôèêàöèè.

Òåïåðü íàæìèòå íà êíîïêó ¾Âûõîä¿. Åñëè CGI âûõîäà ðàáîòàåò âåðíî, cookie è çàïèñü
ñ êëþ÷åì ñåññèè â áàçå äàííûõ áóäóò óäàëåíû, è âû âíîâü ïåðåíàïðàâèòåñü íà ñòðàíèöó
àóòåíòèôèêàöèè.

1.4.4 Ïîäêëþ÷åíèå ñåðâèñà àâòîðèçàöèè ê ñâîèì web�ñöåíàðèÿì

Â äèðåêòîðèè ñ èñõîäíûìè êîäàìè åñòü ôàéë CGI_auth.c, êîòîðûé ìîæíî ïîäêëþ÷èòü ê
ñâîèì CGI äëÿ ïîääåðæêè ñåðâèñà àâòîðèçàöèè. Ýòîò ôàéë ýêñïîðòèðóåò ëèøü îäíó ôóíê-
öèþ get_auth_level(), âîçâðàùàþùóþ öåëîå ÷èñëî, ðàâíîå óðîâíþ äîñòóïà, ëèáî çàâåð-
øàþùóþ ðàáîòó CGI ñ îäíèì èç êîäîâ îøèáêè. Åñëè âû õîòèòå èìåòü âîçìîæíîñòü ðåãè-
ñòðèðîâàòü îøèáêè ñ òåêñòîâûì êîììåíòàðèåì, çàêîììåíòèðóéòå â ýòîì ôàéëå ôóíêöèþ
die(int error) è ïîäêëþ÷èòå ôàéë auth.h.

Äëÿ òîãî, ÷òîáû èìåòü âîçìîæíîñòü èñïîëüçîâàòü ôóíêöèþ get_auth_level(), äîáàâüòå
â çàãîëîâî÷íûé ôàéë ñâîåãî CGI ñòðîêó

extern int get_auth_level ();

â ñïèñîê èñõîäíûõ ôàéëîâ ñâîåãî Makefile äîáàâüòå CGI_auth.c, à â ñïèñîê ïîäêëþ÷àåìûõ
áèáëèîòåê äîáàâüòå -lsqlite3 -lcrypt. Åñëè æå âàø CGI ñîñòîèò èç îäíîãî ôàéëà, íàïðè-
ìåð, mycgi.c, ñêîìïèëèðîâàòü åãî ñ ïîääåðæêîé àâòîðèçàöèè ìîæíî òàê:

gcc -lsqlite3 -lcrypt mycgi.c CGI_auth.c -o mycgi
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1.4 Óñòàíîâêà CGI è âñïîìîãàòåëüíûõ ñåðâèñîâ

Ïðîñëåäèòå, ÷òîáû êîíñòàíòà db_path, èíèöèàëèçèðóåìàÿ â íà÷àëå ýòîãî ôàéëà, ñîäåðæàëà
ïðàâèëüíûé ïîëíûé ïóòü ê áàçå äàííûõ.

Â html�ôàéë, âûçûâàþùèé ýòîò ñöåíàðèé, íàäî âíåñòè èçìåíåíèÿ, àíàëîãè÷íî îïèñàííûì
â ðàçäåëå 1.4.3. Íå çàáóäüòå, ÷òî åñëè âàø ñåðâèñ ðàáîòàåò ïî íåçàùèùåííîìó ïðîòîêîëó, â
êîðíåâóþ äèðåêòîðèþ ýòîãî ñåðâåðà íóæíî ñêîïèðîâàòü ôàéë pass.js, à â ñîîòâåòñòâóþùóþ
äèðåêòîðèþ cgi-bin ñêîïèðîâàòü ñêðèïò exit, êàê îïèñàíî â òîì æå ðàçäåëå.

Äëÿ ïðèìåðà ñäåëàåì ïðîñòóþ âåá�ñòðàíèöó, ïðè ïåðåõîäå íà êîòîðóþ ïðîèñõîäèò ïåðå-
íàïðàâëåíèå ïîëüçîâàòåëÿ äëÿ àóòåíòèôèêàöèè (â ñëó÷àå, åñëè îí åùå íå ïðîøåë ýòó ïðî-
öåäóðó, èëè èñòåê ñðîê äåéñòâèÿ åãî êëþ÷à). Ïîñëå ïðîõîæäåíèÿ àóòåíòèôèêàöèè ïîëüçîâà-
òåëü ïåðåíàïðàâëÿåòñÿ îáðàòíî, è ñòðàíèöà çàïóñêàåò CGI, êîòîðûé îòîáðàæàåò íà ñòðàíèöå
íàäïèñü ¾Äîáðî ïîæàëîâàòü, àäìèíèñòðàòîð¿, åñëè óðîâåíü äîñòóïà ïîëüçîâàòåëÿ èìååò çíà-
÷åíèå áîëüøå 100, íàäïèñü ¾Çäðàâñòâóéòå!¿, åñëè óðîâåíü äîñòóïà ëåæèò â ïðåäåëàõ 21÷100,
è íàäïèñü ¾Äî ñâèäàíèÿ!¿ ïðè óðîâíå äîñòóïà 20 è íèæå.

Òàê êàê íàø CGI íå äîëæåí àíàëèçèðîâàòü ïîñòóïàþùèå ê íåìó çàïðîñû, à ëèøü âûäà-
âàòü îäíó ñòðîêó òåêñòà â îòâåò íà ñâîé âûçîâ, åãî êîä áóäåò äîñòàòî÷íî ïðîñòûì:

#include <stdio.h>

extern int get_auth_level ();

int main(){

char *msg;

int level = get_auth_level ();

if(level > 100) msg = "Äîáðî ïîæàëîâàòü , àäìèíèñòðàòîð";

else if(level > 20) msg = "Çäðàâñòâóéòå!";

else msg = "Äî ñâèäàíèÿ!";

printf("Content -type: text/html;\n\n%s\n", msg);

return 0;

}

Ñîõðàíèì ýòîò ôàéë êàê msg.c è ñêîìïèëèðóåì:

gcc -lsqlite3 -lcrypt msg.c CGI_auth.c -o msg

Ïîëó÷èâøèéñÿ ôàéë msg íåîáõîäèìî ñêîïèðîâàòü â äèðåêòîðèþ cgi-bin âàøåãî íåçàùèùåí-
íîãî web�ñåðâåðà.

Òåïåðü â êîðíåâîé äèðåêòîðèè ñåðâåðà ñîçäàäèì html�ôàéë ñ ñîäåðæèìûì

<html>

<head>

<meta http -equiv="Content -Type" content="text/html; charset=koi8 -r">

<title>test</title>

<script src="/pass.js" type="text/javascript" language="javascript"></

script >

<script language="javascript">

function start(){

var timeout_id;

getcookie ();

var request = new XMLHttpRequest ();

request.open("POST", "/cgi -bin/msg", true);

request.onreadystatechange=function (){

if(request.readyState == 4){

if(request.status == 200){
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A Èñõîäíûå êîäû

clearTimeout(timeout_id);

document.getElementById("message").

innerHTML =

request.responseText;

}

else alert("Îøèáêà ïåðåäà÷è çàïðîñà. Ïîïðîáóéòå

åùå ðàç.");

}

}

request.send(null);

timeout_id = setTimeout(function (){

alert("Òàéìàóò ïåðåäà÷è çàïðîñà. Ïîïðîáóéòå åùå ðàç.");},

3000);

}

</script >

</head>

<body onload="start();">

<H1 align=center id="message"></H1>

<h3 onclick="exit();">äëÿ âûõîäà ùåëêíèòå ïî ýòîé íàäïèñè </h3>

</body>

</html>

Äîáàâèì ïðè ïîìîùè ôóíêöèè adduser ïîëüçîâàòåëåé guest ñ óðîâíåì äîñòóïà 1, user ñ
óðîâíåì äîñòóïà 50 è admin ñ óðîâíåì äîñòóïà 150. Êàê ýòî ñäåëàòü îïèñàíî â ðàçäåëå 1.4.2.

Òåïåðü çàéäèòå íà ñòðàíèöó msg ñâîåãî ñåðâåðà. Âû äîëæíû áóäåòå ïåðåíàïðàâèòüñÿ íà
ñåðâèñ àóòåíòèôèêàöèè. Íà÷íèòå ñ ïîëüçîâàòåëÿ guest. Åñëè âû âñå ñäåëàëè ïðàâèëüíî,
äîëæíà ïîÿâèòüñÿ íàäïèñü ¾Äî ñâèäàíèÿ¿ è íèæå íåå ¾äëÿ âûõîäà ùåëêíèòå ïî ýòîé íàäïè-
ñè¿, ùåëêíóâ ïî êîòîðîé âû âíîâü äîëæíû îêàçàòüñÿ íà ñòðàíèöå àóòåíòèôèêàöèè. Çàéäèòå
ïîä äâóìÿ îñòàëüíûìè ðåãèñòðàöèîííûìè èìåíàìè. Ñîîáùåíèÿ íà ñòðàíèöå äîëæíû èçìå-
íèòüñÿ.

A Èñõîäíûå êîäû

A.1 CGI àóòåíòèôèêàöèè, åãî çàãîëîâî÷íûé ôàéë è CGI âûõîäà èç

ñèñòåìû

auth.c

#define _XOPEN_SOURCE 501

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <stdio.h>

#include <time.h>

#include <string.h>

#include <sqlite3.h>

#include "auth.h"

//#define __CONSOLE__ // äëÿ òåñòèðîâàíèÿ â êîíñîëè
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A.1 CGI àóòåíòèôèêàöèè, åãî çàãîëîâî÷íûé ôàéë è CGI âûõîäà èç ñèñòåìû

char *qs = NULL;

char* get_qs (){

char *m, *tmpbuf;

if((m = getenv("REQUEST_METHOD")) && strcasecmp(m, "POST") == 0){

tmpbuf = (char*) calloc (2048, 1);

fgets(tmpbuf , 2048, stdin);

qs = strdup(tmpbuf);

free(tmpbuf);

}

else

#ifdef __CONSOLE__

if( (tmpbuf = getenv("QUERY_STRING")) )

qs = strdup(tmpbuf);

#else

die(NO_QS);

#endif

if(qs && strlen(qs) < 1)

die(NO_QS);

return qs;

}

char* get_qs_param(char *param){

char *tok , *val , *par , *str , *ret = NULL;

if(!qs) return NULL;

str = strdup(qs);

tok = strtok(str , "& \n");

do{

if((val = strchr(tok , '=')) == NULL) continue;

*val++ = '\0';

par = tok;

if(strcasecmp(par , param)==0){

if( strlen(val) > 0 )

ret = strdup(val);

break;

}

}while((tok = strtok(NULL , "& \n"))!=NULL);

free(str);

return ret;

}

char *SQLbuf = NULL;

int callback(void *NotUsed , int argc , char **argv , char ** azColName){

if(!* argv) return 1;

SQLbuf = strdup (*argv);

return 0;

}

char *SQLexec(char *q_str){

sqlite3 *db;
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A Èñõîäíûå êîäû

char *zErrMsg = NULL , *ret = NULL;

int rc = sqlite3_open("user -pass", &db);

if(rc){ sqlite3_close(db); die(NO_DB);}

if(SQLbuf){ free(SQLbuf); SQLbuf = NULL;}

rc = sqlite3_exec(db, q_str , callback , NULL , &zErrMsg);

if(rc){

fprintf(stderr , "SQL error: %s\n", zErrMsg);

//die(SQL_ERR);

}

else if(SQLbuf)

ret = strdup(SQLbuf);

sqlite3_close(db);

return ret;

}

char *get_passwd(char *login , int *level){

char *q_str = (char*) calloc (512, 1), *ret=NULL , *tmp;

snprintf(q_str , 512, "select pass from users where login =\"%s\";"

, login);

ret = SQLexec(q_str);

snprintf(q_str , 512, "select level from users where login =\"%s\";

", login);

if( !(tmp = SQLexec(q_str)) ) *level = 0;

else *level = atoi(tmp);

free(q_str);

free(tmp);

return ret;

}

void insert2db(char *id, char *key , int level){

char *q_str = (char*) calloc (512, 1);

snprintf(q_str , 512, "delete from keyid where time < julianday('

now ') -1;");

SQLexec(q_str);

snprintf(q_str , 512, "insert into keyid values (\"%s\",\"%s\",%d,

julianday('now '));", id, key , level);

SQLexec(q_str);

}

char *sha(char *str , char *salt){

char *tmp = crypt(str , salt);

return strdup(tmp);

}

char *getpath(char *url){

char *ptr , *ptr1;

ptr = strchr(url , '/');

if(!ptr) return NULL;

ptr1 = strchr(ptr+1, '/');

if(!ptr1) return NULL;
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A.1 CGI àóòåíòèôèêàöèè, åãî çàãîëîâî÷íûé ôàéë è CGI âûõîäà èç ñèñòåìû

ptr = strchr(ptr1+1, '/');

if(!ptr){

ptr = (char*) calloc (2,1);

*ptr = '/';

}

return ptr;

}

int main(int argc , char **argv){

char *IP, *URL , *id, *login , *pass_raw , *pass_ori , *pass , *key , *

salt;

int level;

printf("Content -type: text/html\n\n");

salt = calloc (128, 1);

IP = getenv("REMOTE_ADDR");

if(!IP) die(BAD_IP);

if( !get_qs () ) die(NO_QS);

if(!(URL = get_qs_param("URL"))) die(BAD_URL);

if(!( login = get_qs_param("login"))) die(NO_LOGIN);

if(!( pass_raw = get_qs_param("passwd"))) die(NO_PASSWD);

pass = sha(pass_raw , "$6$pass -enc$");

free(pass_raw);

if( !( pass_ori = get_passwd(login , &level)) ) die(WRONG_PASSWD);

if(strcmp(pass_ori , pass)) die(WRONG_PASSWD);

srand(time(NULL));

snprintf(salt , 128, "$5$%s$", IP);

id = sha(URL , salt);

id = strrchr(id, '$') + 1;

snprintf(salt , 128, "$5$.%d.$", rand());

key = sha(id, salt);

key = strrchr(key , '$') + 1;

free(salt);

insert2db(id, key , level);

printf("KEY=%s; path=%s\n", key , getpath(URL));

return (0);

}

auth.h

#define NO_QS 0

#define NO_LOGIN -1

#define NO_PASSWD -2

#define WRONG_PASSWD -3

#define BAD_URL -4

#define BAD_IP -5

#define NO_DB -6

#define NO_REG -7

#define BAD_SERV -8

#define SQL_ERR -9
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A Èñõîäíûå êîäû

char *no_qs = "Îòñóòñòâóåò ñòðîêà çàïðîñà",

*no_login = "Íå óêàçàíî èìÿ ïîëüçîâàòåëÿ",

*no_passwd = "Íå óêàçàí ïàðîëü",

*wrong_passwd = "Íåâåðíàÿ ïàðà èìÿ -ïàðîëü",

*bad_url = "Îòñóòñòâóåò íàèìåíîâàíèå ñåðâèñà äëÿ

ðåãèñòðàöèè",

*bad_ip = "Íå ìîãó îïðåäåëèòü âàø IP-àäðåñ",

*no_db = "Ïîâðåæäåíà áàçà äàííûõ ïîëüçîâàòåëåé",

*no_reg = "Âû íå àâòîðèçîâàíû",

*bad_serv = "Âû íå àâòîðèçîâàíû íà ýòîì ñåðâèñå",

*sql_err = "Îøèáêà áàçû äàííûõ",

*unknown = "Íåèçâåñòíàÿ îøèáêà";

static void die(int error){

char *msg;

switch(error){

case NO_QS: msg = no_qs; break;

case NO_LOGIN: msg = no_login; break;

case NO_PASSWD: msg = no_passwd; break;

case WRONG_PASSWD: msg = wrong_passwd; break;

case BAD_URL: msg = bad_url; break;

case BAD_IP: msg = bad_ip; break;

case NO_DB: msg = no_db; break;

case NO_REG: msg = no_reg; break;

case BAD_SERV: msg = bad_serv; break;

case SQL_ERR: msg = sql_err; break;

default: msg = unknown; break;

}

printf("%s\n", msg);

fprintf(stderr , "Error %d: %s\n", error , msg);

exit(error);

}

exit.c

#define _XOPEN_SOURCE 501

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <stdio.h>

#include <time.h>

#include <string.h>

#include <sqlite3.h>

#include "auth.h"

// â ïðèëîæåíèè , êîòîðîå äîëæíî ðàáîòàòü ñ àóòåíòèôèêàöèåé , äîáàâèòü

// extern int get_auth_level ();

static char *db_path = "/var/www/SSL/cgi -bin/user -pass";

char* get_key (){
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A.1 CGI àóòåíòèôèêàöèè, åãî çàãîëîâî÷íûé ôàéë è CGI âûõîäà èç ñèñòåìû

char *tok , *val , *par , *ret = NULL , *cookie;

cookie = getenv("HTTP_COOKIE");

if(! cookie) return NULL;

tok = strtok(cookie , "; \n");

do{

if((val = strchr(tok , '=')) == NULL) continue;

*val++ = '\0';

par = tok;

if(strcasecmp(par , "key")==0){

if( strlen(val) > 0 )

ret = strdup(val);

break;

}

}while((tok = strtok(NULL , "; \n"))!=NULL);

return ret;

}

char *SQLbuf = NULL;

int callback(void *NotUsed , int argc , char **argv , char ** azColName){

if(!* argv) return 1;

SQLbuf = strdup (*argv);

return 0;

}

char *SQLexec(char *q_str){

sqlite3 *db;

char *zErrMsg = NULL , *ret = NULL;

int rc = sqlite3_open(db_path , &db);

if(rc){ sqlite3_close(db); die(NO_DB);}

if(SQLbuf){ free(SQLbuf); SQLbuf = NULL;}

fprintf(stderr , "SQL: %s;\n", q_str);

rc = sqlite3_exec(db, q_str , callback , NULL , &zErrMsg);

if(rc){

fprintf(stderr , "SQL error: %s\n", zErrMsg);

die(SQL_ERR);

}

else if(SQLbuf)

ret = strdup(SQLbuf);

sqlite3_close(db);

return ret;

}

char *get_id(char *key , int *level){

char *ret=NULL , *tmp;

char *q_str = (char*) calloc (512, 1);

snprintf(q_str , 512, "select id from keyid where key =\"%s\"", key

);

ret = SQLexec(q_str);

snprintf(q_str , 512, "select level from keyid where key =\"%s\"",

key);
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if( !(tmp = SQLexec(q_str)) ) *level = 0;

else *level = atoi(tmp);

free(q_str);

free(tmp);

return ret;

}

char *sha(char *str , char *salt){

char *tmp = crypt(str , salt);

return strdup(tmp);

}

int main(int argc , char **argv){

char *IP, *URL , *id, *id_ori , *key , *salt , *q_str;

int level;

printf("Content -type: text/html\n\n");

salt = calloc (128, 1);

IP = getenv("REMOTE_ADDR");

if(!IP) die(BAD_IP);

URL = getenv("HTTP_REFERER");

fprintf(stderr , "URL=%s\n", URL);

if(!URL) die(BAD_URL);

key = get_key ();

if(!key) die(BAD_SERV);

snprintf(salt , 128, "$5$%s$", IP);

id = sha(URL , salt);

free(salt);

id = strrchr(id, '$') + 1;

id_ori = get_id(key , &level);

if(! id_ori) die(NO_REG);

if(strcmp(id, id_ori)) die(BAD_SERV);

q_str = (char*) calloc (512, 1);

snprintf(q_str , 512, "delete from keyid where key =\"%s\";", key);

SQLexec(q_str);

free(q_str);

return (0);

}

A.2 Óòèëèòû äëÿ ðåäàêòèðîâàíèÿ áàçû äàííûõ

adduser.c

#define _XOPEN_SOURCE 501

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <stdio.h>

#include <time.h>

#include <string.h>

#include <sqlite3.h>
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A.2 Óòèëèòû äëÿ ðåäàêòèðîâàíèÿ áàçû äàííûõ

char *sqlbase = "user -pass";

char *SQLbuf = NULL;

int callback(void *NotUsed , int argc , char **argv , char ** azColName){

if(!* argv) return 1;

SQLbuf = strdup (*argv);

return 0;

}

char *SQLexec(char *q_str){

sqlite3 *db;

char *zErrMsg = NULL , *ret = NULL;

int rc = sqlite3_open(sqlbase , &db);

if(rc){ sqlite3_close(db); printf("Íåò ÁÄ\n"); exit (1);}

if(SQLbuf) free(SQLbuf);

rc = sqlite3_exec(db, q_str , callback , NULL , &zErrMsg);

if(rc)

fprintf(stderr , "SQL error: %s\n", zErrMsg);

else if(SQLbuf)

ret = strdup(SQLbuf);

sqlite3_close(db);

return ret;

}

void insert2db(char *user , char *pass , int level){

char *q_str = (char*) calloc (512, 1);

snprintf(q_str , 512, "insert into users values (\"%s\",\"%s\",%d);

", user , pass , level);

SQLexec(q_str);

}

char *sha(char *str , char *salt){

char *tmp = crypt(str , salt);

return strdup(tmp);

}

char *getl(char *buf , int n){

fgets(buf , n, stdin);

buf[strlen(buf) -1] = 0;

return buf;

}

int main(int argc , char **argv){

char *login , *pass_raw , *pass , *tmp , ch;

int level;

login = calloc (128, 1);

pass_raw = calloc (32, 1);

tmp = calloc (32, 1);

if(argc > 1) sqlbase = strdup(argv [1]);

do{
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printf("Èìÿ ïîëüçîâàòåëÿ :\n");

getl(login , 128);

printf("Ïàðîëü :\n");

getl(pass_raw , 32);

printf("Óðîâåíü äîñòóïà :\n");

getl(tmp , 32);

level = atoi(tmp);

free(tmp);

printf("\nÏðîâåðèì :\n\tèìÿ ïîëüçîâàòåëÿ - %s;\n\tïàðîëü -

%s;\n\täîñòóï - %d.\ nÂåðíî (y/n)?\n",

login , pass_raw , level);

ch = getchar ();

} while(ch != 'y');

pass = sha(pass_raw , "$6$pass -enc$");

insert2db(login , pass , level);

return (1);

}

deluser.c

#define _XOPEN_SOURCE 501

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <stdio.h>

#include <time.h>

#include <string.h>

#include <sqlite3.h>

char *sqlbase;

char *SQLbuf = NULL;

int callback(void *NotUsed , int argc , char **argv , char ** azColName){

if(!* argv) return 1;

SQLbuf = strdup (*argv);

return 0;

}

char *SQLexec(char *q_str){

sqlite3 *db;

char *zErrMsg = NULL , *ret = NULL;

int rc = sqlite3_open(sqlbase , &db);

if(rc){ sqlite3_close(db); printf("Íåò ÁÄ\n"); exit (1);}

if(SQLbuf) free(SQLbuf);

rc = sqlite3_exec(db, q_str , callback , NULL , &zErrMsg);

if(rc)

fprintf(stderr , "SQL error: %s\n", zErrMsg);

else if(SQLbuf)

ret = strdup(SQLbuf);

sqlite3_close(db);

return ret;
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A.3 Make�le

}

void rm_from_db(char *user){

char *q_str = (char*) calloc (512, 1);

snprintf(q_str , 512, "delete from users where login =\"%s\";",

user);

SQLexec(q_str);

}

void help(){

printf("Èñïîëüçîâàíèå :\ ndeluser <database > <user >\n\nãäå\t<user >

- èìÿ ïîëüçîâàòåëÿ ,\n\t<database > - ïîëíûé ïóòü ê áàçå äàííûõ

SQLite\n\n");

exit (0);

}

int main(int argc , char **argv){

char *login;

if(argc != 3) help();

sqlbase = strdup(argv [1]);

login = strdup(argv [2]);

printf("Óäàëÿþ ïîëüçîâàòåëÿ %s\n", login);

rm_from_db(login);

return (1);

}

A.3 Make�le

PROGRAM = auth

LOADLIBES = -lsqlite3 -lcrypt

CXX.SRCS = auth.c

CC = gcc

DEFINES = -D_XOPEN_SOURCE =501

CXX = gcc

CPPFLAGS = -Wall $(DEFINES)

OBJS = $(CXX.SRCS:.c=.o)

all : $(PROGRAM) clean

$(PROGRAM) : $(OBJS)

$(CC) $(CPPFLAGS) $(OBJS) $(LOADLIBES) -o $(PROGRAM)

$(CC) adduser.c $(CPPFLAGS) $(LOADLIBES) -o adduser

$(CC) exit.c $(CPPFLAGS) $(LOADLIBES) -o exit

$(CC) deluser.c $(CPPFLAGS) $(LOADLIBES) -o deluser

clean:

/bin/rm -f *.o *~

depend:

$(CXX) -MM $(CXX.SRCS)

### <DEPENDENCIES ON .h FILES GO HERE >

# name1.o : header1.h header2.h ...
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A.4 Ñêðèïò äëÿ èíèöèàëèçàöèè áàçû äàííûõ

INIT_DB

#!/bin/bash

# ïàðîëü - pass

rm -f user -pass

cat > .tmp_ << EOF

create table users(login TEXT , pass TEXT , level INTEGER);

insert into users values("ed", "\$6\$pass -enc\$Il.wNxb1TAttpehC22XRfh1LQ/

K.dkJEh0RKjoluWk4zJgTm8a/EdrUKw4wU43S.ROTEj3V54WJIPfE5c0WyM/", 3);

create table keyid(id TEXT , key TEXT , level INTEGER , time REAL);

.quit

EOF

sqlite3 user -pass < .tmp_

rm -f .tmp_

A.5 Ïîäêëþ÷àåìûé ôàéë äëÿ êîíòðîëÿ àâòîðèçàöèè

CGI_auth.c

#define _XOPEN_SOURCE 501

#include <unistd.h>

#include <stdlib.h>

#include <strings.h>

#include <stdio.h>

#include <time.h>

#include <string.h>

#include <sqlite3.h>

// â ïðèëîæåíèè , êîòîðîå äîëæíî ðàáîòàòü ñ àóòåíòèôèêàöèåé , äîáàâèòü

// extern int get_auth_level ();

#define NO_QS 0

#define NO_LOGIN -1

#define NO_PASSWD -2

#define WRONG_PASSWD -3

#define BAD_URL -4

#define BAD_IP -5

#define NO_DB -6

#define NO_REG -7

#define BAD_SERV -8

static void die(int error){

fprintf(stderr , "Auth error %d\n", error);

exit(error);

}
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A.5 Ïîäêëþ÷àåìûé ôàéë äëÿ êîíòðîëÿ àâòîðèçàöèè

static char *db_path = "/var/www/SSL/cgi -bin/user -pass";

static char* get_key (){

char *tok , *val , *par , *ret = NULL , *cookie;

cookie = getenv("HTTP_COOKIE");

if(! cookie) return NULL;

tok = strtok(cookie , "; \n");

do{

if((val = strchr(tok , '=')) == NULL) continue;

*val++ = '\0';

par = tok;

if(strcasecmp(par , "key")==0){

if( strlen(val) > 0 )

ret = strdup(val);

break;

}

}while((tok = strtok(NULL , "; \n"))!=NULL);

return ret;

}

static char *SQLbuf = NULL;

int callback(void *NotUsed , int argc , char **argv , char ** azColName){

if(!* argv) return 1;

SQLbuf = strdup (*argv);

return 0;

}

static char *SQLexec(char *par , char *key){

sqlite3 *db;

char *zErrMsg = NULL , *ret = NULL;

char *q_str = (char*) calloc (512, 1);

int rc = sqlite3_open(db_path , &db);

if(rc){ sqlite3_close(db); die(NO_DB);}

if(SQLbuf){ free(SQLbuf); SQLbuf = NULL;}

snprintf(q_str , 512, "select %s from keyid where key =\"%s\"", par

, key);

rc = sqlite3_exec(db, q_str , callback , NULL , &zErrMsg);

if(rc)

fprintf(stderr , "SQL error: %s\n", zErrMsg);

else if(SQLbuf)

ret = strdup(SQLbuf);

free(q_str);

sqlite3_close(db);

return ret;

}

static char *get_id(char *key , int *level){

char *ret=NULL , *tmp;

ret = SQLexec("id", key);

if( !(tmp = SQLexec("level", key)) ) *level = 0;
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else *level = atoi(tmp);

free(tmp);

return ret;

}

static char *sha(char *str , char *salt){

char *tmp = crypt(str , salt);

return strdup(tmp);

}

int get_auth_level (){

char *IP, *URL , *id, *id_ori , *key , *salt;

int level;

salt = calloc (128, 1);

IP = getenv("REMOTE_ADDR");

if(!IP) die(BAD_IP);

URL = getenv("HTTP_REFERER");

if(!URL) die(BAD_URL);

key = get_key ();

if(!key) die(BAD_SERV);

snprintf(salt , 128, "$5$%s$", IP);

id = sha(URL , salt);

id = strrchr(id, '$') + 1;

id_ori = get_id(key , &level);

if(! id_ori) die(NO_REG);

if(strcmp(id, id_ori)) die(BAD_SERV);

free(salt);

return(level);

}
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